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1. (Currently Amended) A method for securely transferring control to a system 
management mode (SMM) after the generation of a system management interrupt (SMI) 
by a program c cecuting on a computer, comprising: 

detectiii g the generation of an SMI from a caller in the application program; 
determ -ling in SMM if the caller is included in a dispatch table; 
dispatc hing to a target function that is associated with the caller in the dispatch 
table if it is del irmined that the caller is included in the dispatch table; and 
executii ig the target function. 

2. (Currently mended) The method of claim 1, further comprising: 

exiting Irom SMM after completing the execution of the target function; and 
resuming the processing of the application program. 

3. (Original) T be method of claim 1, further comprising: 

identifying the type of SMI that is detected; and 

dispatcl dng the detected SMI to an SMI event handler in SMM based upon the 
identified type. 

wherein the SMI event handler determines if the detected SMI is included in the 
dispatch table. 

4. (Original) The method of claim 1, further comprising: 

exiting irom SMM if it is determined that the caller is not included in the dispatch 

table. 

5. (Original) T tie method of claim 1, wherein the dispatch table is only visible in SMM. 

6. (Original) T tie method of claim 1 , wherein the dispatch table is created during the 
compilation of the program. 
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7. (Currently # mended) A utility for securely transferring control to a system 
management rc >de (SMM) after the generation of a system management interrupt (SMI) 
by a program executing on a computer, comprising: 

a monit' >ring unit for detecting the generation of an SMI from a caller in the 
application pro, jram and determining in SMM if the caller is included in a dispatch table; 

a transf = r unit for dispatching to a target function that is associated with the caller 
in the dispatch lable if it is determined that the caller is included in the dispatch table; and 

a processing unit for executing the target function. 

8. (Currently j' mended) The utility of claim 7, further comprising: 

a completion unit for exiting from SMM after completing the execution of the 
target function to resume the processing of the application program. 

9. (Original) T lie utility of claim 7, fhrther comprising: 

a type detecting unit for identifying the type of SMI that is detected; and 

a handl a: unit for dispatching the detected SMI to an SMI event handler in SMM 

based upon the identified type, 

whereir the SMI event handler determines if the detected SMI is included in the 

dispatch table. 

10. (Original) the utility of claim 7, further comprising: 

a comp etion unit for exiting from SMM if it is determined that the caller is not 
included in the dispatch table. 

1 1 # (Original) fhe utility of claim 7, wherein the dispatch table is only visible in SMM. 

12, (Original) Fhe utility of claim 7, wherein the dispatch table is created during the 
compilation of the program, 

13. (Currently Amended) A computer system having a CPU operating in a normal mode 
or a system rnsiaagement mode (SMM), the computer system comprising a device for 
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securely txausfi: nring control to the SMM after the generation of a system management 
interrupt (SMIJ by a program executing on the computer system, the device configured 
to: 

detect tl ie generation of an SMI from a caller in the app lication program; 
detennii ie in SMM if the caller is included in a dispatch table; 
dispatch to a target function that is associated with the caller in the dispatch table 
it if is detenrni; -;d that the caller is included in the dispatch table; and 
execute the target function, 

14. (Original) Che device of claim 13, further configured to: 

exit from SMM after completing the execution of the target function; and 
resume he processing of the application program, 

15 (Original) T;ie device of claim 14, further configured to: 
identify the type of SMI that is detected; and 

dispatcl the detected SMI to an SMI event handler in SMM based upon the 
identified type : 

whereii' the SMI event handler determines if the detected SMI is included in the 
dispatch table. 

16. (Original) The device of claim 13, further configured to: 

exit froi a SMM if it is determined that the caller is not included in the dispatch 

table. 

17. (Original) rhe device of claim 13, wherein the dispatch table is only visible in SMM. 

1 8. (Original) The device of claim 13, wherein the dispatch table is created during the 
compilation of die program. 

19. (Currently Amended) A computer-readable storage device having a utility for 
securely transferring control to a system management mode (SMM) after the generation 
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of a system mai Lagement interrupt (SMI) by a program executing on the computer 
system, the util: ty comprising: 

a monitoring unit for detecting the generation of an SMI from a caller in the 
application prorjam and determining in SMM if the caller is included in a dispatch table; 

a tr anft f. r unit for dispatching to a target function that is associated with the caller 
in the dispatch * able if it is determined that the caller is included in the dispatch table; and 

a proce:; sing unit for executing the target function. 

20. (Currently \mended) The utility of claim 19 3 further comprising: 

a completion unit for exiting from SMM after completing the execution of the 
target function * o resume the processing of the application program. 

21. (Original) The utility of claim 19, further comprising: 

a type ejecting unit for identifying the type of SMI that is detected; and 

a handler unit for dispatching the detected SMI to an SMI event handler in SMM 

based upon the identified type, 

wherein the SMI event handler determines if the detected SMI is included in the 

dispatch table. 

22. (Original) Che utility of claim 19, further comprising: 

a completion unit for exiting from SMM if it is determined that the caller is not 
included in the dispatch table, 

23. (Original) 1 Che utility of claim 1 9 7 wherein the dispatch table is only visible in SMM. 

24. (Original) The utility of claim 19, wherein the dispatch table is crated during the 
compilation of ihe program. 

25. (Currently Amended) A calling program validation method fe^de vcloping a progra m 
system that -easi validate system management int e rrupt (SMI^ - caH s- gon e rated by a 
program avoS e ?lo in source cod e fo i m, tho method comprising: 
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compile ig the program source code; 

identify ing at least one predetermined indication in the source code that identifies 
the a location c f an SMI call and its target; 

creating a dispatch table based on information associated with the predetermined 
indication, whfc/ein each entry in the dispatch table associates a caller, which generates an 
SMI in the program, with a target function to be executed in system management mode 
(SMM); and 

storing he dispatch table where it is accessible by a dispatcher in SMM. 

26. (Original) Che method of claim 25, wherein the predetermined indication identifies 
to which target function to dispatch, 

27. (Original) ' ilie method of claim 25, further comprising: 

identifying callers in the dispatch table by address, and 

sorting he entries in the dispatch table according to the addresses of the callers. 

28. (Original) ' Che method of claim 25, further comprising: 

linking complied SMM code together with the dispatch table, 

29. (Original) ' fhe method of claim 28, further comprising: 

executi 1 1 g the program; 

detectiu g the generation of an SMI from a caller in the program; 
deteimi iiing in SMM if the caller is included in the dispatch table; 
dispate: ling to a target function that is associated with the caller in the dispatch 
table if it is de1.;rmined that the caller is included in the dispatch table; and 
executi i \g the target function, 

30. (Currently Amended) A calling program validation device utility for d e v eiefriftg-a 
p rogram s yst e i t t that can validate oyotom management - t B toEFupt - (SMI) calls genera t ed by 
a program avai iak lo in source code form, the - ut ifey comprising: 
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a compj er for compiling the a program available in source code and identifying at 
least one prede^rmined indication in the source code that identifies the locations of an 
SMI call and it; target; 

a table i nit for creating a dispatch table based on information associated with the 
predetermined i adication, wherein each entry in the dispatch table associates a caller, 
which generate;: an SMI in the program, with a target function to be executed in system 
management m- >de (SMM); and 

a linker For storing the dispatch table where it is accessible to a dispatcher in 

SMM. € 

31 . (Currently Amended) The utility device of claim 30, wherein the predetermined 
indication ideni ifies to which target function to dispatch, 

32. (Currently Amended) The utility device of claim 30, further comprising: 

an identification unit for identifying callers in the dispatch table by address; and 
a sortin; ; unit for sorting the entries in the dispatch table according to the 
addresses of thr callers. 

33. (Cun-ently Amended) The device of claim 30, wherein the linker links the 
compiled code together with the dispatch table. 

34. (Currently Amended) The method device of claim 33, further comprising: 

a proce: .sing unit for executing the program; 
. a monii :>ring unit for detecting the generation of an SMI from a caller in the 
program and d : termining in SMM if the caller is included in the dispatch table; and 

a transi :r unit for dispatching to a target function that is associated with the caller 
in the dispatch cable if it is determined that the caller is included in the dispatch table, 

wherein the processing unit executed the target function. 
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35. (Currently Amended) A computer system comprising a device for developing a 
program system that can validate system management interrupt (SMI) calls generated by 
a program avai able in source code form, the device configured to: 

compiL: the source code; 

identify at least one predetermined indication in the source code that identifies the 
location of an :>MI call and its target; 

create ti dispatch table based on information associated with the predetermined 
indication, whi 1 rein each entry in the dispatch table associates a caller, which generates an 
SMI in the apg ication program, with a target function to be executed in a system 
management mode (SMM); and 

store tbo dispatch table where it is accessible to a dispatcher in SMM. 

36. (Original) The method of claim 35, wherein the predetermined indication identifies 
to which targei function to dispatch. 

37. (Currently Amended) The method of claim 35. wherein the device is farther 
configured to: 

identifi- callers in the dispatch table by addresses; and 

sort the entries in the dispatch table according to addresses of the callers, 

38. (Currently Amended) The method of claim 35, wherein the device is further 
configured to: 

link co mpiled SMM code together with the dispatch table. 

39. (Currently Amended) The method of claim 38, wherein the device is further 
configured to: 

execute the program; 

detect 1 le generation of an SMI form a caller in the program; 
determi ne in SMM if the caller is included in the dispatch table; 
dispatcl \ to a target function that is associated with the caller in the dispatch table 
if it is determined that the caller is included in the dispatch table; and 
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execute ihe target function. 

40. (Original) . j v computer readable storage device having a utility for developing a 
program systen that can validate system management interrupt (SMI) calls generated by 
a program available in source code form, the utility comprising: 

a compi ier for compiling the source code and identifying at least one 
predetermined indication in the source code that identifies the location of an SMI call and 
its target; 

a table i nit for creating a dispatch table based on information associated with the 
predetermined i ndication, wherein each entry in the dispatch table associates a caller, 
which generate: , an SMI in the program, with a target function to be executed in a system 
management rr >de (SMM); and 

a linker for storing the dispatch table where it is accessible to a dispatcher in 

SMM. 

41 . (Original) ' iThe utility of claim 40, wherein the predetermined indication identifies to 
which target ft iction to dispatch. 

42. (Original) The utility of claim 40, further comprising; 

an ideni ification unit for identifying callers in the dispatch table by addresses; and 
a sorting unit for sorting the entries in the dispatch table according to addresses of 
the callers. 

43. (Original) The utility of claim 40, wherein the linker links compiled SMM code 
together with t J Le dispatch table. 

44. (Currently Amended) The method utility of claim 43, further comprising: 

a proce. ;sing unit for executing the program; 

a moniioring unit for detecting the generation of an SMI from a caller in the 
program and d etermining in SMM if the caller is included in the dispatch table; and 
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a transfer unit for dispatching to a target function that is associated with the caller 
in the dispatch table if it is determined that the caller is included in the dispatch table, 
wherein the processing unit executed the target function. 
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